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Abstract 

The purpose of the research is to develop criteria for detecting and classifying overloads occurring in multi-machine 

computing systems based on network traffic data based on an analysis of its regular trend and subsequent probabil-

istic interpretation of the overload state. 

Methods. The wavelet regression processing of the time series is used as a method for detecting the regular trend of 

network traffic, which ensures the suppression of high-frequency disturbances and the preservation of the regular 

component. To identify overload intervals, a Bayesian pulse signal detector is used, which generates a smoothed 

pulse sequence of a posteriori probabilities of exceeding the normal mode. To quantify each overload episode, a par-

ametric pulse model based on Gaussian approximation is introduced, which makes it possible to associate overload 

with three measurable characteristics: amplitude, duration, and integral area. Additionally, normalized parameter indi-

cators relative to normal mode statistics and an integral deviation criterion are proposed, which provides an assess-

ment of the severity of the overload condition. 

Results. Criteria and rules for classifying overloads into five types are obtained: impulse, background, progressive, 

periodic and attacking. The results of simulation modeling on data with different load modes showed the efficiency of 

the proposed approach: overload episodes are consistently highlighted, and the typing corresponds to the expected 

structure of scenarios. The features of the probabilistic detector's response to a smoothly increasing load, which can 

manifest itself as a sequence of local pulses, are revealed. 

Conclusion. The developed technique provides a transition from visual interpretation of the Bayesian detector output 

signal to quantification and typification of congestion and can be used in tasks of automated monitoring of network 

traffic and support for quality-of-service management solutions in multi-machine computing systems. 
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Table 1. Classification of MCS overload types by pulse sequence parameters 

&8? 
?5@53@C7:8 �<?;8BC40 

!>@<0;8-

7>20==0O 
4;8B5;L=>ABL 

!>@<0;8-

7>20==0O 
?;>I04L 

�>?>;=8-

B5;L=K5 
?@87=0:8 

�=B5@?@5B0F8O 

�<?C;LA=0O 0,8Aó  1tz ü  1Sz ü  
�7>;8@>20=-

=K9 ?8: 

�@0B:>2@5<5=-

=K9, => 8=B5=-
A82=K9 ?5@5-
3@C7>G=K9 
2A?;5A: 

(>=>20O 0,6 0,8Aó ó  1,5tz ó  1,5Sz ó  

"BACBAB285  
GёB:8E 3@0=8F, 
?;0B>->1@07=K9 
CG0AB>: 

�;8B5;L=>5 
=0AKI5=85 
:0=0;0 

#@>3@5AA8-

@CNI0O 
A @0ABёB 2> 
2@5<5=8 tz   

Sz   

%5@8O 8<?C;L-
A>2 A C25;8G5-
=85< ?0@0<5B-

@>2 

#>AB5?5==>5 
=0:>?;5=85 
=03@C7:8 

#5@8>48-

G5A:0O constA   consttz   constSz   

#>2B>@5=85 ?8-
:>2 G5@57 @02=K5 
8=B5@20;K ô  

*8:;8G5A:89 
E0@0:B5@ 
=03@C7:8 

�B0:CNI0O 0,9Aó  �N1>5 2Sz  

%=865=85 @07-
=>>1@078O B@0-
D8:0, 2KA>:0O 
02B>:>@@5-
;OF8O 

�=5H=55 2>7-
459AB285 
(=0?@8<5@, 

DDoS 0B0:0) 



84             �=D>@<0F8>==K5 8 8=B5;;5:BC0;L=K5 A8AB5<K / Information and Intelligent Systems 

�725AB8O .3>-�0?04=>3> 3>AC40@AB25==>3> C=825@A8B5B0. %5@8O: '?@02;5=85,  
2KG8A;8B5;L=0O B5E=8:0, 8=D>@<0B8:0.  548F8=A:>5 ?@81>@>AB@>5=85. 2026;16(2):76–90 

%<>45;8@>20==K9 =01>@ 40==KE 
(@8A. 2) 2:;NG0; G5@54CNI85AO CG0AB:8 
A @07;8G=K<8 B8?0<8 =03@C7>:, A>>B-
25BAB2CNI8<8 >A=>2=K< :;0AA0< ?5@5-
3@C7>:: =>@<0;L=>5 A>AB>O=85, 8<?C;L-
A=0O, D>=>20O, ?@>3@5AA8@CNI0O, ?5@8-
>48G5A:0O 8 0B0:CNI0O ?5@53@C7:8. �=-
B5=A82=>ABL B@0D8:0 2 :064>< A53<5=B5 
D>@<8@>20;0AL A 8A?>;L7>20=85< @53C-
;8@C5<KE AB>E0AB8G5A:8E 8 45B5@<8=8-
@>20==KE :><?>=5=B>2, >B@060NI8E 
>A>15==>AB8 A>>B25BAB2CNI53> @568-
<0. �;O =>@<0;L=>3> A53<5=B0 8A?>;L-
7>20;AO A;01>:>@@5;8@>20==K9 HC< A 

?>AB>O==K< A@54=8< 7=0G5=85<. �<-
?C;LA=K5 ?5@53@C7:8 @50;87>2K20;8AL 
2 2845 @57:8E >48=>G=KE 2A?;5A:>2. 
(>=>2K5 ?5@53@C7:8 <>45;8@>20;8AL 
:0: CAB>9G82> ?>2KH5==K9 C@>25=L 
8=B5=A82=>AB8, A>E@0=ONI89AO 4;8-
B5;L=>5 2@5<O. #@>3@5AA8@CNI0O ?5@5-
3@C7:0 1K;0 7040=0 2 2845 <>=>B>==> 
2>7@0AB0NI59 DC=:F88 8=B5=A82=>AB8, 
?5@8>48G5A:0O – :0: A8=CA>840;L=>5 
87<5=5=85, 0 0B0:CNI0O – :0: ?>A;54>-
20B5;L=>ABL @02=><5@=> @0A?@545;ё=-
=KE ?8:>2 2KA>:>9 0<?;8BC4K 8 ?;>B-
=>AB8, A ?>=865==>9 20@80B82=>ABLN. 

 
$<E. 2. %<>45;8@>20==K9 =01>@ 40==KE 

Fig. 2. The simulated data set 

�;O >1@01>B:8 B5AB>2KE 40==KE 
?@8<5=O;0AL <5B>48:0, >?8A0==0O 2 
?@54K4CI8E @0745;0E: 872;5G5=85 B@5=-
4>2>9 :><?>=5=BK A ?><>ILN AB0F8>-

=0@=>3> 2592;5B-?@5>1@07>20=8O (@8A. 3), 
?>40G0 @53C;O@=>3> B@5=40 =0 25@>OB-
=>AB=>5 @5;5 8 ?>A;54CNI55 D>@<8@>-
20=85 8<?C;LA=>9 ?>A;54>20B5;L=>AB8. 

 
$<E. 3. �K45;5=85 @53C;O@=>3> B@5=40 B@0D8:0 

Fig. 3. Highlighting the regular traffic trend 
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Fig. 4. Visualization of the probabilistic relay operation and the results of detection and classification 
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